
What is SURE?

SURE is a secure computing environment that Australian 
researchers can log in to remotely to analyse health data 
from different sources such as hospitals, general practice 
and cancer registries. These data have been linked 
together to form records of health events for individuals 
over time.

SURE is Australia’s first and only remote-access data 
research laboratory for such linked health data, and will 
promote “Big Science” in health research by boosting our 
capacity to conduct large-scale collaborative research 
projects that tackle major health issues.

Who can use it?

Researchers must apply for accreditation to use SURE. 
They must be part of a research project involving the 
analysis of linked health-related sets of data, which has 
approval from a human research ethics committee and 
the owner of each individual data set. All users must 
complete training on privacy, ethics, information security 
and statistical disclosure control and sign a deed that 
sets out the terms and conditions for using SURE.

SURE:  
the Secure 
Unified  
Research 
Environment
A powerful computing  
solution bringing researchers 
together to answer important  
health questions.



What are the benefits?

Research collaboration and capacity

Because SURE can be accessed remotely, 
researchers from different institutions at different 
sites across Australia will have new opportunities 
to collaborate on important, large-scale research 
projects in the national interest. SURE will allow 
them to share cutting-edge methods and tools, 
increasing the quality and efficiency of their 
research. This will help to boost the international 
competitiveness of our researchers and attract 
new research funding.

Getting the best from national and state  
health information 

SURE allows researchers to use anonymised 
linked data in ways that were previously not 
possible. This will mean reduced fragmentation 
and a chance to use the data generated routinely 
by our health services in ways that will benefit the 
Australian population.

High performance

The high-performance nature of the SURE 
computing environment will mean faster analyses 
and greater storage capacity for researchers 
dealing with these large research data files. Its 
leading-edge analytic software and tools will 
reduce analysis time, allowing research projects  
to be completed faster.

Security

SURE provides a consistent level of security so 
that all researchers using it to work with data 
follow the same security protocols. No data are 
stored on a researcher’s local computer or in their 
institution’s computing environment.

All data accessed in SURE are anonymised by 
the data owners before they enter the system. 
Computers used to access SURE must meet 
certain security requirements. Within SURE,  
users cannot access the internet, print or use 
removable media. 

A complete audit trail of all information entering 
or leaving SURE is maintained. The facility is 
protected by multiple firewalls and data are stored 
centrally on servers located in a high-level secure 
data centre with strict access controls and 24-hour 
security surveillance.

How does it work?

SURE is accessed via AARNET (the Australian 
Academic and Research Network) or the internet 
using an encrypted connection from researchers’ 
local computers, which must meet security 
requirements. Within SURE, users are provided 
with a remote virtual computer desktop for each 
research study they are involved in. On their local 
computer screen, users see a facsimile of their 
remote virtual desktop, and keystrokes and mouse 
movements made on the local computer are 
transmitted to the remote virtual desktop computer 
in the SURE facility. These remote desktops are 
highly-specified 64-bit Microsoft Windows 7 
systems with a range of proprietary and open-
source data analysis software installed.

Inside the facility, each research study is confined 
within its own security perimeter so there is no 
possibility of data exchange between studies. 
Files enter and leave SURE via a portal called the 
Curated Gateway. They are reviewed before being 
available to researchers, and research outputs 
cannot leave the facility without undergoing a 
confidentiality assessment. The movement of all 
files is logged to allow for later audit.

After a research study is complete, data files  
are digitally archived in encrypted form and 
retained in secure storage for the period required 
by the researchers and data providers before 
being destroyed.

Who is behind it?

The SURE project was developed by the  
Sax Institute, a non-profit organisation whose 
mission is to improve health services and 
programs by increasing the use of research 
evidence in health policy.

SURE has been funded by the Australian 
Government Department of Industry, Innovation, 
Science, Research and Tertiary Education, and the 
NSW Government.

It is part of the Population Health Research 
Network (PHRN), an initiative that is working 
across the states and territories to develop 
national health data linkage infrastructure 
capable of securely and safely managing health 
information from around Australia. Developing this 
infrastructure puts the foundations in place for 
research to inform better healthcare delivery and 
improved health outcomes. 

The PHRN was established with funding from 
the Australian Government, state and territory 
governments and academic partners.

For more information 

Information on access charges is available from 
the SURE team, based at the Sax Institute in 
Sydney. All users must receive training before 
accessing SURE. 

To contact us:
E sure-admin@saxinstitute.org.au 
T 02 9514 5950 
or visit our website at www.sure.org.au


